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FMAudit Product Line:
Security White Paper

Security Concerns

FMAudit Viewer and WebAudit may be launched from a Windows 2000/XP/2003 workstation or server
with restricted user permissions to the target network.

Although SNMP commands support both read and write operations, FMAudit applications only read
networked devices and do not modify any default or custom device settings.

FMAudit Onsite allows audit information to be sent from the target network to a remote destination as an
attachment to an email (default port 25) or an XML stream (default port 80). By default, this information is
encrypted, and requires a user and pass combination for authentication.

Only the information which is extracted during an audit may be saved or transferred to the FMAudit
applications. The end-users’ confidential data files are not viewed or saved by any FMAudit applications.
The FMAudit Viewer pages display the main user interface in a web page fashion. It does not
communicate over the internet except for obtaining a license, or during use of the included dynamic
reports. For the action of performing audits on end-users’ networks, you do not require internet access.

Virus Concerns

The FMAudit application files have been digitally signed to prevent execution if a virus has infected the
file integrity. This method ensures the virus is not activated, and prevents spreading the virus from one
network to another. For additional assurance, we recommend using antivirus software to scan the
contents of the USB key in between visits to the end-users network.

Network Discovery

The patent pending FMAudit Automatic Network Discovery Settings (ANDS) feature uses a mixture of
algorithms to discover and communicate with the different network elements such as the current
workstation or server, routers, hubs switches and other network hardware.

Firewalls and other network hardware may prevent or limit the discovery of the network configuration.
Networks with multiple physical locations typically have firewalls in between each Local Area Network
(LAN) and the public internet that connects these locations via a Wide Area Network (WAN). The
network IP ranges (segments) may be manually added to the FMAudit products, with the minimum
requirement that the target devices can be “pinged” from the originating location.

WAN'’s and Network Traffic

FMAudit applications use default timeout settings of 1000ms. Using unicast settings, each IP within the
configured ranges will be queried and if no response is received within 1 second, a timeout will occur.
Depending on the amount of network traffic and the general network latency, the default timeout may
need to be adjusted. Differences in the total number of devices from one audit to another within the same
relative timeframe, is a good indicator the timeout setting needs to be increased.

The audits use an intelligent system that extracts minimal information for each printer, copier or MFP’s.
Unlike similar products that send a fixed set of queries (a superset of all possible queries) to every
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networked device, the FMAudit family of products only sends the relevant queries according to the fields
the identified device supports, with each device query being no more than a few kb of data. To further
reduce the amount of network bandwidth used during a discovery, the FMAudit core engine
communicates with no more than 20 devices at a single time, with the capability to extract information
from up to 5 devices per second in an optimized environment. The amount of network traffic at any given
time is minimal as a result.
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FMAudit Product Line:
Technical White Paper

Overview

What may seem like magic is the result of years of hard work by veterans of the imaging industry.
Keeping in mind that a meter collection system is only as good as the information and accuracy of the
information it provides, the FMAudit product line is architected and designed to take advantage of the
advanced features and benefits of the Microsoft .NET platform. What wasn'’t possible just a few years
ago is delivered by FMAudit in a compact and user friendly interface. The result is it no longer takes a
skilled technician to install software and then spend time to configure and maintain the system as with
similar products. FMAudit Viewer USB may be used by a typical sales person for the purposes of a print
assessment, FMAudit Onsite deployed by a technician with minimal software and networking experience
and FMAudit WebAudit may be initiated by the sales person or even the end-user.

How It Works

The core engine, which is the heart of every FMAudit product, identifies networked printers, copiers and
MFP's using the Simple Network Management Protocol (SNMP). SNMP is an application layer protocol
that facilitates the exchange of Management Information Base (MIB) between network devices. A
Management Information Base (MIB) is a collection of hierarchically organized characteristics of a
managed device, comprised of one or more object instances, which are essentially values. An object
identifier (or object ID) uniquely identifies a managed object in the MIB hierarchy. Using patent pending
Identity Mapping Technology (IMT), FMAudit correctly identifies re-branded models. Once identified,
information is extracted using a combination of SNMP and FMAudit's patent pending Hyper-Meter
Technology (HMT) that combines a mixture of multiple protocols, communicating and extracting
information from a multitude of different areas within a device depending on its architectural design.

Requirements

Printers, copiers and MFP's must have the SNMP protocol enabled for discovery and extraction of
information. The SNMP protocol is part of the Transmission Control Protocol/Internet Protocol (TCP/IP)
protocol suite; therefore a network using the TCP/IP protocol which allows communication over the SNMP
port 161 are base requirements. By default the “public’ SNMP community name is used, but may be
modified in the FMAudit applications to support custom environment settings. The target devices must
reply to a “ping”. This indicates that communication won't be blocked during an audit.

Security Concerns

FMAudit Viewer and WebAudit may be launched from a Windows 2000/XP/2003 workstation or server
with restricted user permissions to the target network.

Although SNMP commands support both read and write operations, FMAudit applications only read
networked devices and do not modify any default or custom device settings.

FMAudit Onsite allows audit information to be sent from the target network to a remote destination as an
attachment to an email (default port 25) or an XML stream (default port 80). By default, this information is
encrypted, and requires a user and pass combination for authentication.

Only the information which is extracted during an audit may be saved or transferred to the FMAudit
applications. The end-users’ confidential data files are not viewed or saved by any FMAudit applications.
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The FMAudit Viewer pages display the main user interface in a web page fashion. It does not
communicate over the internet except for obtaining a license, or during use of the included dynamic
reports. For the action of performing audits on end-users’ networks, you do not require internet access.

Virus Concerns

The FMAudit application files have been digitally signed to prevent execution if a virus has infected the
file integrity. This method ensures the virus is not activated, and prevents spreading the virus from one
network to another. For additional assurance, we recommend using antivirus software to scan the
contents of the USB key in between visits to the end-users network.

Network Discovery

The patent pending FMAudit Automatic Network Discovery Settings (ANDS) feature uses a mixture of
algorithms to discover and communicate with the different network elements such as the current
workstation or server, routers, hubs switches and other network hardware.

Firewalls and other network hardware may prevent or limit the discovery of the network configuration.
Networks with multiple physical locations typically have firewalls in between each Local Area Network
(LAN) and the public internet that connects these locations via a Wide Area Network (WAN). The
network IP ranges (segments) may be manually added to the FMAudit products, with the minimum
requirement that the target devices can be “pinged” from the originating location.

WAN'’s and Network Traffic

FMAudit applications use default timeout settings of 1000ms. Using unicast settings, each IP within the
configured ranges will be queried and if no response is received within 1 second, a timeout will occur.
Depending on the amount of network traffic and the general network latency, the default timeout may
need to be adjusted. Differences in the total number of devices from one audit to another within the same
relative timeframe, is a good indicator the timeout setting needs to be increased.

The audits use an intelligent system that extracts minimal information for each printer, copier or MFP’s.
Unlike similar products that send a fixed set of queries (a superset of all possible queries) to every
networked device, the FMAudit family of products only sends the relevant queries according to the fields
the identified device supports, with each device query being no more than a few kb of data. To further
reduce the amount of network bandwidth used during a discovery, the FMAudit core engine
communicates with no more than 20 devices at a single time, with the capability to extract information
from up to 5 devices per second in an optimized environment. The amount of network traffic at any given
time is minimal as a result.

Manufacturer Support

FMAudit products are manufacturer engine neutral. They support all of the major manufacturers and
model families. Manufacturer architectural design limitations may prevent extraction of all identification
and meter values. This typically occurs on older models, prior to the year 2000.

Locally Connected Printers

The patent pending FMAudit Agent is the only solution of its kind to extract information from one or
multiple local printers attached to any Windows port type, such as USB, parallel, blue tooth or infrared.
The Agent service contains a proprietary multi-tier MIB which accompanies its own SNMP server, thereby
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creating a bridge over the computer that is otherwise a road-block. During an SNMP query on the
network, the Agent service wakes up and communicates direct over the port with the printer. The Agent
then extracts the hardware reported life-time meters, serial number, toner coverage’s, toner levels,
service alerts and more.

The Agent does not interrupt the job flow. It is a passive service that sits dormant in the background. Itis
invoked only when called upon by one of FMAudit’s collection applications; Viewer, Onsite or WebAudit,
and then shuts back down. Unlike other solutions, it is not an application that runs intrusively on an
ongoing basis. It does not invasively monitor the spooler to count pages as they are printed. In addition,
solutions that interrupt the job to capture data are limited in their use. They only report a cumulative page
count (not actual engine page counts) and result in inaccuracies, especially when jobs are cancelled
and/or not printed successfully. They are also limited to a single page count and are not able to report
serial numbers, toner coverage’s, toner levels, service alerts and more.

FMAudit Agent may be deployed to the workstations using a solution such as Microsoft SMS.
Reconfiguration of antivirus or software firewalls may be required if blocking the SNMP port 161, and/or
the alternative Agent fallback port 33333.

JetDirect’s and Compatibles

FMAudit’s core engine supports HP JetDirects and compatible devices. During an SNMP query on the
network, the FMAudit core engine communicates with the JetDirect or compatible device and extracts the
hardware reported life-time meters, serial number, toner coverage’s, toner levels, service alerts and more.
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Frequently Asked Questions (FAQ’S)

Do FMAudit products work with internet proxies?

Yes. FMAudit Viewer and Onsite are local applications and use the Internet Explorer (IE) settings. In
Internet Explorer on the Tools menu -> Internet Options -> Connections TAB -> LAN Settings button ->
place a check mark in “Bypass proxy server for local addresses” box. The “Secure” settings must also be
configured to license FMAudit products, and generate the Dynamic Reports included in Viewer. In
Internet Explorer on the Tools menu -> Internet Options -> Connections TAB -> LAN Settings button ->
Advanced button -> add the appropriate “Secure” value for “Proxy address to use” and “Port”.

How does the FMAudit Viewer USB key work?

FMAudit Viewer USB is installed and licensed to a company approved USB key. When plugged in to a
recipient computer, this key will launch as a removable drive. The FMAudit Viewer software is run directly
from this key. No software is installed onto the computer.

What are the FMAudit Viewer USB key minimum requirements?

FMAudit Viewer USB must be run from a computer with Microsoft 2000/XP/2003 operating system. The
Microsoft .NET Framework and other minimum requirements come embedded on the USB key, therefore
they are not required to be installed onto the computer at any point. Refer to the included help
documentation for a list detailed requirements.

Does the FMAudit Viewer require internet access?

No. FMAudit Viewer does not communicate over the internet except for obtaining a license, or during use
of the included dynamic reports. For the action of performing audits on end-users’ networks, you do not
require internet access.

What are the FMAudit Onsite minimum requirements?

FMAudit Onsite must be run from a computer with Microsoft 2000/XP/2003 operating system. The
Microsoft .NET Framework version 1.1 is required for Onsite v1.xx, and version 2.0 for Onsite v2.xx.
Microsoft Data Access Components (MDAC) must be installed unless the computer has one of the
following pre-installed; Microsoft Access or a version of Microsoft SQL. Refer to the included help
documentation for a list detailed requirements.

Does FMAudit Onsite require Microsoft Internet Information Services (11S)?
No. FMAudit Onsite includes its own server to display the web pages and is set up automatically during
the installation.

Can you install FMAudit Onsite on a computer which already hosts another IIS website?
Yes. FMAudit Onsite uses port 33330 by default, but this may also be configured to use a different port if
required.

How much ongoing maintenance does FMAudit Onsite require?

FMAudit Onsite is a service which runs in the background and performs audits and exports to configured
destinations on predefined schedules. It's recommended to use subnets (IP ranges) instead of fixed IP’s
so that when adding new devices to the network, they will be discovered and included in the audit results,
limiting manual intervention.

Can you access FMAudit Onsite remotely?
Yes. FMAudit Onsite may be accessed from another location using the target computer IP and port,
i.e. http://192.168.1.20:33330 for internal access, or http://<external ip _or url>:33330 for external access.
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What hosting options are available for FMAudit Central?
There are a few hosting options available:

1. Hosted Internally Dealer may install internally at their office and provide internal and/or
external access to their employees and end users (customers).
2. | Third Party Outside hosting service such as GoDaddy (www.godaddy.com).

3. | FMAudit Hosted — shared Hosting service provided by FMAudit using a shared hosted server.
4. | FMAudit Hosted - dedicated Hosting service provided by FMAudit using a dedicated hosted
server.

How does the FMAudit WebAudit process work?

From FMAudit Central, the dealer specifies the end-users’ (customers) applicable billing cycle. At this
time, an email is automatically generated and sent to the appropriate contact informing them it is time to
collect their meters. The instructions include a URL, whereby when the end-user clicks the link, it
automatically launches their web browser, ready to perform the action. The end-user then clicks ‘start’
and ‘save’. Done. No software is installed at any time. A link to the WebAudit page may also be posted
on the dealers existing website, i.e. Enter Meter Readings web page. This allows the user to automate
the collection, rather than having to manually walk from device to device, print configuration page and
transcribe the meters.

How does the Meter Validation process work?

From FMAudit Central, the dealer specifies the end-users’ (customers) applicable billing cycle. At this
time, an email is automatically generated and sent to the appropriate contact informing them it is time to
“validate” their meters. The devices are filtered to include only managed (devices under contract) devices
with missing meters. After supplying the missing meters, the end-user then “submits” the meters.
Optional features allow the end-user to submit service copies, and notes for each device.
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HIPAA Compliance and FMAudit Products

Introduction

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) established a
mechanism for the establishment of rules and regulations to protect the privacy of patient’s
health information.

In November 1999, HHS published proposed regulations to guarantee patients new rights and
protections against the misuse or disclosure of their health records. In December 2000, HHS
issued a final rule, and after a comment period, President Bush and Health and Human Services
Secretary Thompson decided to allow the rule to take effect on April 14, 2001. As required by
the HIPAA law, most covered entities have two full years - until April 14, 2003 - to comply with
the final rule's provisions. The law gives HHS the authority to make appropriate changes to the
rule prior to the compliance date.

Covered Entities: As required by HIPAA, the final regulation covers health plans, health care
clearinghouses, and those health care providers who conduct certain financial and administrative
transactions (e.g., electronic billing and funds transfers) electronically.

Information Protected: All medical records and other individually identifiable health
information used or disclosed by a covered entity in any form, whether electronically, on paper,
or orally, are covered by the final rule.

Network Security and Certification

The HIPAA regulations do not provide for a central testing or authentication of any procedure,
device, or system. This was a component of the design of the HIPAA regulations, as published
by HHS:

“The final rule establishes the privacy safeguard standards that covered entities must meet, but it
gives covered entities the flexibility to design their own policies and procedures to meet those
standards. The requirements are flexible and scalable to account for the nature of each entity's
business, and its size and resources.”

FMAudit products are currently installed at a number of sites which must comply with the
HIPAA regulations for security and confidentiality. Based on the current regulations, no
*authority” is given to anyone to “certify” a solution that is the responsibility for the security
officer for the client company. This document shows how FMAudit products are designed to be
compliant with the strictest interpretations of the regulations.

Very specific guidelines are provided to each regulated entity to assist in their own investigation
and certification of components of their system. Included at the end of this document are the
official security checklists as published by HHS, excerpts from networking vendor Cisco’s
published white paper, excerpts from For The Record:
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Protecting Electronic Health Information (the report of the Committee on Maintaining Privacy
and Security in Health Care Applications, upon which much of the regulations are based), and a
more complete excerpt of the HHS fact sheet on HIPAA compliance.

FMAudit products Architecture and the HIPAA regulations

The FMAudit products are fully compliant with the HIPAA regulations because:

The FMAudit products do not store, process, monitor or manage any patient records or any
records or information that is specific to any one patient or group of patients. The product
engines communications are controlled, using limited access to contact a specific IP address
and/or ranges. All communications must originate from the FMAudit products (outbound
communication through the firewall), and there is no way to contact and access the products
from outside the network. The communication outside of the network uses a proprietary,
compressed data stream wrapped with 256 bit encryption with password protection.

The FMAudit products report the usage counts (meter readings) status of print devices on the
network. It does not communicate any information about any specific print jobs. While the
devices might print out patient records, FMAudit products do not and can not determine anything
about the information being printed. It only performs audits, on a scheduled basis, the meter
readings of the device, or in the case of a device problem, an alert (i.e. out of toner or door open).

The FMAudit products cannot in any way be configured to perform a task beyond the ones for
which it was designed. The transmission of data from the products to outside sources is tightly
restricted. The products do not report any other details except for information of the equipment
being monitored (i.e. type of equipment or its IP address). No patient related information ever
leaves the network via FMAudit products.

Summary

While every network security administrator must make their own decisions on HIPAA
compliance of all systems and devices, as is required by regulation, the FMAudit products can be
completely investigated and when HIPAA compliance regulations are compared to the products
and security, there will be no areas of compromised security of patient records with the products
installed on the network monitoring printers and other print output devices. The device does not
deal with patient records in any way, and the network monitoring of print devices that it does
will not compromise any of the protected data. The device is a single purpose device and cannot
be reprogrammed by someone else to perform any other tasks.
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IHS HIPAA Security Checklist

a. Administrative procedures to guard data integrity, confidentiality, and availability

1)

2)

3)

4)

5)

6)

7)

Certification - 142.308(a)
»  Risk Analysis—Complete Facilitated Risk Assessment (FRA) and analyze
results
< Risk Management—Implement security plans resulting from FRA
< Security Policy—Review and update as necessary
A Chain of Trust Partner Agreement - 142.308(a)
< Establish chain of trust partner agreements with all business partners with
which IHS exchanges PHI
A Contingency Plan - 142.308(a)
» Applications and Data Criticality Analysis—Complete development
< Data Backup Plan—Complete review
< Disaster Recovery Plan—Complete review
< Emergency Mode Operation Plan—Complete review
% Testing and Revision Process—Complete review
Formal Mechanism for Processing Records - 142.308(a)
< Review and update content as appropriate
Information Access Control - 142.308(a)
< Access Authorization—Review and update access authorization
< Access Establishment—Review and update access definitions
< Access Modification—Review and update rules for modifying access
Internal Audit - 142.308(a)
< Review and update content as appropriate
Personnel Security - 142.308(a)
< Assuring supervision of maintenance personnel by an authorized,
knowledgeable person—Complete procedure

< Maintaining a record of access authorizations—Complete procedure
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Assuring that operating and maintenance personnel have proper access
authorization—Develop or update procedure as necessary

Establishing personnel clearance procedures—Update procedure as
necessary

Establishing and maintaining personnel security policies and
procedures—Update procedure as necessary

Assuring that system users, including maintenance personnel, receive

security awareness training—Update procedure as necessary

8) Security Configuration Management - 142.308(a)

Documentation—Complete security plans, rules, and procedures
Hardware and software installation and maintenance review and testing
for security features—Update procedures as necessary

Inventory—Update inventory as necessary

Security testing—Complete procedures

Virus checking—Compliant

9) Security Incident Procedures - 142.308(a)

0,
0.0

R/
0.0

Report Procedures—Complete procedures
Response Procedures—Complete procedures

10) Security Management Process - 142.308(a)

Risk Analysis—Will be repeated every three years or upon significant system
changes

Risk Management—Implement continuous process

Sanction policies and procedures—Make a part of the annual security
training

Security policy—Make a part of the annual security training

11) Termination Procedures - 142.308(a)

R/
0.0

o
°n

Changing locks—Review compliance as a part of the recurring Risk Analysis
Removal from access lists—Review compliance as a part of the recurring

Risk Analysis
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0,
0.0

o
°n

Removal of user account(s)—Review compliance as a part of the recurring
Risk Analysis
Turning in of keys, tokens, or cards that allow access—Review compliance

as a part of the recurring Risk Analysis

12) Training - 142.308(a)

Awareness training for all personnel, including management personnel—
Review compliance as a part of the recurring Risk Analysis

Periodic security reminders—Review compliance as a part of the recurring
Risk Analysis

User education concerning virus protection—Review compliance as a part
of the recurring Risk Analysis

User education in importance of monitoring log-in success or failure and
how to report discrepancies—Review compliance as a part of the recurring
Risk Analysis

User education in password management—Review compliance as a part of

the recurring Risk Analysis

b. Physical safeguards to guard data integrity, confidentiality, and availability
1) Assigned Security Responsibility - 142.308(b)

R/
0.0

No action required

2) Media Controls - 142.308(b)

7
0.0

Implement changes as necessary

3) Physical Access Controls - 142.308(b)

Disaster Recovery—Update procedures as necessary

An Emergency Mode Operation—Update procedures as necessary
Equipment Control—Update controls as necessary

A Facility Security Plan—Update procedures as necessary
Procedures For Verifying Access Authorizations Before Granting
Physical Access—Update procedures as necessary

Maintenance Records—Update record content as necessary

-G -
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< Need-To-Know Procedures For Personnel Access—Update procedures as
necessary

< Procedures To Sign In Visitors And Provide Escorts, If Appropriate—
Update procedures as necessary

< Testing And Revision—Update procedures as necessary

4) Policy and Guidelines On Work Station Use - 142.308(b)

5)

6)

< Update existing policy and guidelines as necessary
A Secure Work Station Location - 142.308(b)

< Update policy as necessary
Security Awareness Training - 142.308(b)

< Update existing policy as necessary

c. Technical security services to guard data integrity, confidentiality, and availability

1)

2)

3)

4)

5)

Access Control - 142.308(c)(1)(i)
< Procedure for Emergency Access—Update the existing policy as necessary
< Context-, Role-, or User-based Access—Update the existing policy as
necessary
Audit Controls - 142.308(c)(2)(ii)
< Update audit controls as necessary and implement consistently
Authorization Control - 142.308(c)(1)(iii)
% Update authorization controls as necessary
Data Authentication - 142.308(c)(1)(iv)

7

< Develop and implement authentication controls as necessary
Entity Authentication - 142.308(c)(1)(v)

< Implement dual factor authentication when feasible

d. Technical Security Mechanisms

1)

Communications or Network Controls - 142.308(d)
Both of the following:

< Integrity Controls—Implement new integrity controls as necessary
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< Message Authentication—Implement new authentication controls as
necessary

One of the following:

< Access Controls—No action necessary

< Encryption—Implement for open network transmission

Implementation Features - 142.308(d)

5

%

Alarm—Implement new features as necessary

4

7
0

Audit Trail—Implement new audit controls as necessary

X3

Entity Authentication—Implement two factor authentication as feasible

>

D3

> Event Reporting—Implement new tools as necessary
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Excerpt from Cisco Systems published white paper on network
security and HIPAA:

HIPAA recommends several requirements that should be included in the final health care
security standard to protect the integrity, confidentiality, and availability of electronic health data.
For the purposes of presentation only, the proposed requirements were divided within HIPAA
into the following four categories:

e Administrative procedures—Documented formal practices to manage the selection and
execution of security measures to protect data and the conduct of personnel in relation to
the protection of data. Administrative procedures would include such items as formal
termination procedures, security incident procedures, and security training.

e Physical safeguards—Relate to the protection of physical computer systems, buildings,
and equipment from fire, environmental hazards, and physical intrusion. Physical
safeguards also cover the use of locks, keys, and administrative measures that control
access to computer systems and facilities.

e Technical security services—Include the processes to protect, control, and monitor
information access, such as access control and data authentication.

e Technical security mechanisms—Include the processes to prevent unauthorized access
to data transmitted over a communications network, such as encryption, event reporting,
integrity controls, and audit trails.

HIPAA Takes a General Approach

HIPAA recommends general requirements for the prospective security standard, rather than
mandating specific security technologies for implementation in health care networks. HIPAA
also suggests that organizations assess the potential security risks to the health information in
their possession and determine which specific technologies will best meet their particular
security and overall business needs. This approach was supported by one of many research
reports consulted by the creators of HIPAA. The National Research Council's 1997 report, For
The Record: Protecting Electronic Health Information, states, "It is therefore not possible to
prescribe in detail specific practices for all organizations; rather, each organization must analyze
its systems, vulnerabilities, risks, and resources to determine optimal security measures.
Nevertheless, the committee believes that a set of practices can be articulated in a sufficiently
general way that they can be adopted by all health care organizations in one form or another."

Cisco Systems White Paper
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Security and Authentication from
For The Record: Protecting Electronic Health Information

Authentication is any process of verifying the identity of an entity that is the source of a request
or response for information in a computing environment. It is the linchpin for making decisions
about appropriate access to health care information, just as it is for controlling legal and financial
transactions. Generally, authentication is based on one or more of four criteria:

e Something that you have (e.g., a lock key, a card, or a token of some sort);

e Something that you know (e.g., your mother's maiden name, a password, or a personal ID
number);

e Something related to who you are (e.g., your signature, your fingerprint, your retinal or
iris pattern, your voiceprint, or your DNA sequence); or

e Something indicating where you are located (e.g., a terminal connected by hardwired line,
a phone number used in a callback scheme, or a network address).

Access Control Technologies Observed on Site Visits

The committee's review indicated that most health care organizations are attempting to adapt
access control criteria and processes from paper record systems to on-line systems. Thus, most
sites conceptually identify four classes of information:

e Public information (e.g., promotional materials, educational materials) available to any
interested person inside or outside the organization;

e Internal confidential information (e.g., organizational policies, business strategies,
outcomes and utilization information) accessible on a need-to know basis to organization
employees and affiliates;

e Confidential patient record information - the routine content of patient health records -
accessible on a need-to-know basis to providers and oversight groups, as well as to
outside groups (e.g., insurance payers); and

e Highly sensitive patient record information (e.g., records of celebrities or other widely
recognized persons, or special content such as information related to substance abuse,
psychiatric care, physical abuse, HIV status, and abortions) accessible on a restricted
need-to-know basis to authorized users of patient record information.

For The Record: Protecting Electronic Health Information
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Committee on Maintaining Privacy and Security in Health Care Applications of the
National Information Infrastructure; Computer Science and Telecommunications

Board ;Commission on Physical Sciences, Mathematics, and Applications; and National
Research Council
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US Department of Health and Human Services (HHS)
HIPAA Fact Sheet Excepts

PROTECTING THE PRIVACY OF PATIENTS' HEALTH INFORMATION

Overview: Each time a patient sees a doctor, is admitted to a hospital, goes to a pharmacist or
sends a claim to a health plan, a record is made of their confidential health information. In the
past, family doctors and other health care providers protected the confidentiality of those
records by sealing them away in file cabinets and refusing to reveal them to anyone else. Today,
the use and disclosure of this information is protected by a patchwork of state laws, leaving gaps
in the protection of patients' privacy and confidentiality.

Congress recognized the need for national patient record privacy standards in 1996 when they
enacted the Health Insurance Portability and Accountability Act of 1996 (HIPAA). The law
included provisions designed to save money for health care businesses by encouraging electronic
transactions, but it also required new safeguards to protect the security and confidentiality of
that information. The law gave Congress until August 21, 1999, to pass comprehensive health
privacy legislation. When Congress did not enact such legislation after three years, the law
required the Department of Health and Human Services (HHS) to craft such protections by
regulation.

In November 1999, HHS published proposed regulations to guarantee patients new rights and
protections against the misuse or disclosure of their health records. During an extended
comment period, HHS received more than 52,000 communications from the public. In December
2000, HHS issued a final rule that made significant changes in order to address issues raised by
the comments. To ensure that the provisions of the final rule would protect patients' privacy
without creating unanticipated consequences that might harm patients’ access to care or quality
of care, HHS Secretary Tommy G. Thompson opened the final rule for comment for 30 days.
After that comment period, President Bush and Secretary Thompson decided to allow the rule to
take effect on April 14, 2001, as scheduled, and make appropriate changes in the next year to
clarify the requirements and correct potential problems that could threaten access to or quality
of care. Secretary Thompson's statement on this issue is available

at http://www.hhs.gov/news/press/2001pres/20010412.html.

BOUNDARIES ON MEDICAL RECORD USE AND RELEASE
With few exceptions, such as appropriate law enforcement needs, an individual's health
information may only be used for health purposes.

e Ensuring that health information is not used for non-health purposes. Health
information covered by the rule generally may not be used for purposes not related to
health care - such as disclosures to employers to make personnel decisions, or to financial
institutions - without explicit authorization from the individual.
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e Providing the minimum amount of information necessary. In general, disclosures of
information will be limited to the minimum necessary for the purpose of the disclosure.
However, this provision does not apply to the disclosure of medical records for treatment
purposes because physicians, specialists, and other providers need access to the full
record to provide quality care.

ENSURE THE SECURITY OF PERSONAL HEALTH INFORMATION

The final rule establishes the privacy safeguard standards that covered entities must meet, but it
gives covered entities the flexibility to design their own policies and procedures to meet those
standards. The requirements are flexible and scalable to account for the nature of each entity's
business, and its size and resources. Covered entities generally will have to:

e Adopt written privacy procedures. These include who has access to protected
information, how it will be used within the entity, and when the information may be
disclosed. Covered entities will also need to take steps to ensure that their business
associates protect the privacy of health information.

e Train employees and designate a privacy officer. Covered entities will need to train
their employees in their privacy procedures, and must designate an individual to be
responsible for ensuring the procedures are followed.
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